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Figure 56: Object references for integration processes

8.3 Configuring Integration Processes
At configuration time, the integration process designed in the ES Repository acts as sender and receiver of
messages and, therefore, is treated as a separate communication component. From a configuration time
point of view, the integration process is nothing more than a “black box”.

To enable an integration process to be addressed as a sender or receiver of messages, you need to define a
communication component of type integration process (or integration process component). You basically
create a communication component, specify a name, and assign the integration process from the ES
Repository. If you have defined Configurable Parameters, you can specify them further here.

Note: You do not assign a communication channel to an integration process component.

The subsequent configuration of the message exchange including the integration process component is then
performed using basically the same procedure as already described under

http://help.sap.com/saphelp_nwpi711/helpdata/en/48/ced28618d3424be10000000a421937/frameset.htm
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Configuring Integration Content see also Configuring Communication Using the Integration Server.

Note: You cannot use integration processes when you configure local message processing on the Advanced Adapter
Engine.

Since you need to assign the integration process to a process integration scenario, we recommend that you
use the process integration scenario as a configuration template (model configurator).

8.4 Best Practices and Examples
There is a wealth of information material available showing step-by-step how to design integration
processes. Here is a list of some key information sources:

Tutorial: Defining an Integration Process

Checklist: Making Correct Use of Integration Processes

SAP NetWeaver PI Demo Exercise - With ccBPM (SAP EHP 1 for SAP NetWeaver PI 7.1)

This document explains how to develop and test a simple process integration scenario including an
integration process.

Examples and Usage Cases

Describes simple example integration processes that are also part of SAP standard shipment
(delivered in software component SAP BASIS).

Customer Experience

Energie Baden-Württemberg AG (EnBW) and Arla Foods are examples of customers that extensively use integration
processes with SAP NetWeaver PI 7.1.

As additional examples:

A supplier for the automotive industry uses an integration process to collect messages sent from different systems (using
a receive step). The messages are collected until a particular number is reached; the messages are then merged into a
new message, which is sent to a receiver.

An online retail customer uses an integration process to receive web orders and to transform then into IDocs. In this
customer scenario, a multi-mapping is also used to split the orders into individual IDocs.

For these and more examples, see Customer Scenarios with SAP NetWeaver PI 7.1.

http://help.sap.com/saphelp_nwpi711/helpdata/en/48/ce29e73a8e5430e10000000a42189b/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/48/ce987b18d3424be10000000a421937/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/69/4ad13fa69a4921e10000000a1550b0/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/43/d92e428819da2ce10000000a1550b0/frameset.htm
https://www.sdn.sap.com/irj/scn/go/portal/prtroot/docs/library/uuid/b07edcc0-f5f8-2b10-8a83-fcd1b0e6a05d
http://help.sap.com/saphelp_nwpi711/helpdata/en/de/766840bf0cbf49e10000000a1550b0/frameset.htm
https://www.sdn.sap.com/irj/scn/go/portal/prtroot/docs/library/uuid/100f92ac-61a6-2b10-6a9c-a8109a366040


Process Integration Handbook

SAP COMMUNITY NETWORK SDN - sdn.sap.com  | BPX - bpx.sap.com  | BOC - boc.sap.com
© 2009 SAP AG  76

9 Routing
This section provides more insight into the concept of routing and introduces advanced routing concepts.
The basics of routing have been described under Configuring Integration Content.

9.1 Content-Based Routing
In many business cases, it is necessary to define conditions with which the receivers of a message are
determined during routing. For example, consider a condition in the following form: “If the value of a specific
field in the message is x, then forward the message to receiver y.”

At configuration time, you can define conditions that depend on the content of the message. You can do this
for both receiver determinations and interface determinations.

9.1.1 Content-Based Receiver Determinations
The following figure illustrates a typical use case for content-based routing.

…

Integration Broker Receiver Systems Hosted By different Airlines

Receiver Determination

…
<AirlineID>LH</>
…

Travel Agency System

Lufthansa

American Airlines

Figure 57: Basic example for content-based routing (from the PI Demo Examples)

The example illustrated in the figure above is described in detail for the SAP NetWeaver PI Demo Examples.
In the example, a flight availability check request is sent from a travel agency to an airline. To ensure that the
request is forwarded to the correct airline system, the routing condition is formulated as airline-dependent.
The airline ID is contained in the payload of the message. The routing condition is as follows:

Send the message requesting the flight availability check to the airline Lufthansa if
the field AirlineID in the message payload has the value LH.

To configure this behavior, you add a routing condition to a receiver determination. Generally, a routing
condition has the following syntax:

<element in the message><Operand><value>

The element in the message is identified by an XML Path Language (XPath) expression. XPath is a
language that allows you to address parts of XML documents. However, using the condition editor (see
below), you do not need to worry about XPath syntax, since you can conveniently identify a message
element by clicking through the message structure displayed in the editor.

Additionally, you can combine multiple conditions with logical AND and OR operators.

Procedure
To define a routing condition, in the receiver determination editor, call the input help for the Condition field for
the corresponding receiver. The condition editor opens as shown in the following figure:

https://www.sdn.sap.com/irj/scn/go/portal/prtroot/docs/library/uuid/a0582487-69f3-2b10-2d99-f34ca50c837c
http://www.w3.org/TR/xpath
http://help.sap.com/saphelp_nwpi71/helpdata/en/67/49767669963545a071a190b77a9a23/frameset.htm
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Figure 58: Condition editor for a configured receiver in a receiver determination

With the left operand, you specify the payload element of the incoming message upon which the routing to
the specified receiver is to depend. In the right operand, you enter a value for the payload element. You
choose a specific operator to link both operands.

To specify the left operand (the payload element), you can use an expression editor as shown in the
following figure:
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Figure 59: Expression editor to specify a payload element

You can specify the payload element by choosing either an XPath expression or a context object.

 With the XPath option, you can select the payload element intuitively from the structure of the
incoming message (which is defined by the outbound interface in the key of the receiver
determination).

 Using a context object, you can select from the context objects that have been defined for the
outbound interface. A context object is a design object that can be used as an abbreviated
expression for an XPath expression to address a specific payload element.

Note: A context object has to be defined with the corresponding outbound interface in the ES Repository
beforehand. So, if you already know at design time the payload elements upon which the routing is likely
to depend, you can define the corresponding context objects in the ES Repository at the corresponding
service interface.

A routing condition for a specific receiver or a set of receivers is called a routing rule. When you define a
routing rule within a specific receiver determination, this condition is only valid for the given key (that means,
for the specific incoming message of the given sender system). This kind of routing rule cannot be reused for
other incoming messages or other sender systems. Therefore, it is called a local rule (as also shown in the
screenshot above). You can define a local routing rule by first defining a reusable receiver rule independently
of any combination of incoming message and sender system and, in a second step, assigning this receiver
rule to a specific receiver determination.

You define a receiver rule like a local routing rule as explained above, as shown in the figure:

http://help.sap.com/saphelp_nwpi711/helpdata/en/d6/e44fcf98baa24a9686a7643a33f26f/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/48/ce53aba0d7154ee10000000a421937/frameset.htm
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Figure 60: Inserting a receiver rule into a receiver determination

9.1.2 Defining Content-Based Interface Determinations
You can also assign a condition for each configured inbound interface (and mapping) in an interface
determination. You do this using the same condition editor as for receiver determinations.

9.2 Dynamic Routing
When using routing conditions or routing rules in receiver determinations, the receivers of a message are
determined at runtime by evaluating the condition (which depends on the content of the message). However,
the names of the receivers have already been defined at configuration time in the receiver determination
editor. Therefore, this kind of routing is still static with regard to the individual receiver names.

A dynamic routing option, which even includes the receiver names, is the enhanced (dynamic) receiver
determination. In an enhanced receiver determination, you can configure runtime behavior to ensure that the
names of the receivers are determined at runtime by a mapping program.

A typical usage case is if you do not yet know the names of the receivers at configuration time. However,
note that if you want to implement a dynamic receiver determination, you also have to maintain a
corresponding mapping (to be defined in the ES Repository). The mapping can be specified in such a way
that it reads a list of receivers from a table or from the payload of the message at runtime.

9.3 Message Split
Using the routing capabilities of the integration broker (Integration Server or Advanced Adapter Engine), you
can set up scenarios where a message is split into several fragmented messages at runtime, sent to the
same or to different receiver systems.

Note: When using the Advanced Adapter Engine, these sophisticated routing options are not supported in releases prior
to SAP enhancement package 1 for SAP NetWeaver PI 7.1.

To clarify the options, we briefly explain the basic scenarios that you can configure with an interface
determination:

 Interface split

http://help.sap.com/saphelp_nwpi711/helpdata/en/48/ce53aea0d7154ee10000000a421937/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/48/ce53aea0d7154ee10000000a421937/frameset.htm
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 Mapping-based message split

Interface Split
By default, in an interface determination you specify one or more inbound interfaces for a given receiver
system. For each inbound interface, you might also like to assign a mapping since the inbound interfaces are
most likely different from each other.

The runtime behavior is illustrated in the figure below:

Integration
BrokerSender

Receiver

Inbound-Interface 1

Inbound-Interface 2

Inbound-Interface 3

 Figure 61: Interface split

9.3.1 Mapping-Based Message Split
When you have a larger message (for example, one message containing a large number of line items) to be
split into several smaller messages with each message containing only a subset of line items of the large
message, then you can do the following:

1. In the ES Repository, define a 1:n multi-mapping to specify the transformation of the large message
into n smaller messages.

2. In the Integration Directory, define an interface determination with the following properties:

 The interface determination key contains the source interface of the multi-mapping as
outbound interface.

 In the interface determination, select the multi-mapping from the ES Repository (in the
Operation Mapping field).

The target interfaces defined for the multi-mapping in the ES Repository are then calculated and
displayed in the interface determination.

The figure below shows the behavior at runtime:

Integration
BrokerSender

1:n multi mapping Receiver

Inbound-Interface 1

Inbound-Interface 2

Inbound-Interface 3

Figure 62: Message split based on a 1:n multi-mapping

Using this option, you can only configure a message split where the split messages are sent to different
inbound interfaces of the same receiver system.

The reason for this is as follows: During runtime, the receiver determination step is performed prior to the
mapping step. At the time when the multi-mapping is performed and the corresponding inbound interfaces
are calculated (and the corresponding split messages are generated), there is no chance to do another
“receiver split”. The resulting split messages can only be sent to the receiver system determined in the
previous step.

http://help.sap.com/saphelp_nwpi711/helpdata/en/21/6faf35c2d74295a3cb97f6f3ccf43c/frameset.htm
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9.3.2 Routing the Split Messages to Different Receiver Systems
To complete our discussion of the advanced routing options, we will briefly explain how you can configure a
message split where the split messages are routed to different receiver systems. To do this, you define the
message split using several 1:1 mappings (instead of one 1:n mapping).

This is the procedure:

1. In the ES Repository, define the necessary 1:1 mappings for each of the intended split messages.
Each mapping creates another subset of line items out of the large source message.

2. In the Integration Directory, do the following:

a) Configure the different receiver systems in a receiver determination.

b) For each configured receiver, define an interface determination. In the interface
determination, assign the right 1:1 mapping and inbound interface.

The behavior at runtime is illustrated in the figure below:

Integration
BrokerSender

Receiver B

Inbound-Interface 3

Receiver A

Inbound-Interface 1

Inbound-Interface 2

1:1 mapping a

1:1 mapping b

1:1 mapping c

Split message 1

Split message 2

Split message 3

Receiver A

Receiver B

Interface Determination 2

Interface Determination 1

Figure 63: Configuring a message split with different receiver systems
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10 B2B Integration
In the preceding chapters (in particular Designing Integration Content and
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Configuring Integration Content) we explained how to set up the basic communication with SAP NetWeaver
PI. In particular, when we explained the configuration concepts, we assumed that all the details of a system
landscape are known to the expert performing the configuration tasks. This is typically the case in small or
midsize companies with a manageable size and structure of the system landscape. However, in larger
enterprises or in scenarios spanning different enterprises, this assumption can no longer be made. In this
section, we explain how business-to-business (B2B) scenarios can be managed with SAP NetWeaver PI. In
a B2B scenario, business partners (this can be whole enterprises which are in a business relationship with
each other) communicate and exchange data with each other based on an IT infrastructure without knowing
all details of the whole system landscape.

In light of this fact, the concept behind the Integration Directory can be adapted to be used in a more flexible
and generic way in order to cater for just such cases.

More information: SAP Press Book: B2B Integration Using SAP NetWeaver PI

10.1 B2B Integration Design
In an integration scenario model, B2B communication can be represented as follows:

B2B Communication

Figure 64: Integration scenario model including a B2B interaction with the process component of an external
business partner (grey)

The process components interaction model showing the interaction with the external process component
could look like this:

http://www.sap-press.de/katalog/buecher/titel/gp/titelID-1591?GalileoSession=65513147A4-Ur41pw40
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Process Components Interaction Model

Integration Scenario Model

Figure 65: Process components interaction model showing a B2B interaction with the process component of
an external business partner

SAP provides predefined integration content where B2B communication is anticipated in integration
scenarios or process components interaction models like the one shown above.

10.2 B2B Configuration
When we explained the basic concepts for process integration configuration, we put a communication
component, that is, an entity which could act as sender or receiver of messages, on the same level as a
system (as described in the System Landscape Directory).

This corresponds to a situation where communication is being described for a system landscape that is
known to the integration expert who performs the configuration tasks. This situation can be assumed as long
as the integration only involves business applications that span parts of one and the same company. As
soon as different companies share the same business process (in other words, in a B2B scenario), additional
considerations come into play. Typically, in a B2B scenario, the configuration of the integration is a task that
is distributed among integration experts from the involved companies or organizations. Each integration
expert will only configure one “side” of the communication, and, in doing so, each expert knows only “his”
part of the system landscape.

The next figure illustrates this fact schematically. It is a modified version of figure 3, including communication
with an external business partner (business partner 2); in this case, the integration expert at business partner
1 does not know any details of the part of the system landscape hosted by business partner 2:



Process Integration Handbook

SAP COMMUNITY NETWORK SDN - sdn.sap.com  | BPX - bpx.sap.com  | BOC - boc.sap.com
© 2009 SAP AG  85

Integration
Broker

1

Systems

Interaction of Process Components 1 and 2

Systems Involved in Interaction 1 2

Process Component

Process Component at Business Partner

2

Business Partner 1 Business Partner 2

?
Firewall

Figure 66: Modified version of figure 3, including B2B communication

The integration expert at business partner 1 only knows the part of the system landscape that is hosted by
business partner 1. The complementary part of the system landscape hosted by business partner 2 is
typically not known to him, since companies and organizations do not usually expose internal system names
or server addresses to external partners. This part of the system landscape is a “black box” to him.

For an integration expert working for business partner 2, the reverse is true (assuming for simplicity that only
two business partners share the business process).

There are additional configuration concepts to handle these B2B-specific constraints (implemented as object
types or object attributes in the Integration Directory).

10.2.1 Communication Party
Since B2B scenarios typically involve whole enterprises interacting with each other, you use a
communication party to identify a company or an organization that takes part in the business process. The
communication party is an optional key field for receiver determinations, interface determinations, sender
and receiver agreements. A party groups together those communication components that belong to the
corresponding company or organization.

To accommodate the fact that B2B integration spans areas of responsibility that are separated from each
other (as illustrated in the figure above), an additional concept is implemented: where you use an internal
name to identify a company or a business partner during configuration, you have the option to map this
internal name to a unique globally-recognized identifier that identifies the company unambiguously (for
example, a D&B D-U-N-S number issued by the agency Dun & Bradstreet). In every communication with an
external partner, the internal party name is then transformed to the globally-recognized identifier. Conversely,
when a message is received from an external business partner, the identifier can first be mapped to the
internal party name during inbound processing.

http://help.sap.com/saphelp_nwpi711/helpdata/en/48/ced1d918d3424be10000000a421937/frameset.htm
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10.2.2 Business Component
In external communications (B2B interactions), business system names cannot be used as addressing
entities since they are not exposed externally. Therefore, communication components based on business
systems in the SLD are not suitable. Instead, messages involved in a B2B interaction use a different
communication component type, called a business component. A business component merely represents an
abstract entity for addressing the senders and receivers of messages in B2B communications.

10.2.3 Masking Internal Details in Outbound Messages
As we have seen in the section Configuring Integration Content, a message sent out to a receiver system in
a company-internal interaction carries the information of the sender (the name of the sender system) in the
message header. In an external or B2B communication, the internal system names should be hidden and not
show up in the message header when the message arrives at the external business partner.

To make sure that internal system names are masked in message headers, a header mapping can be
applied. With a header mapping, you define a transformation from the internal (sender) system name to an
externally exposed business component name. You configure the header mapping in a receiver agreement
(in other words: when you specify the outbound processing).

The following figure illustrates how header mapping works:

Integration Broker

Firewall

ABC

Sender Component: ABC

Sender Party:

Header:

Outbound
Processing

Sender Component: OrderService

Sender Party: myCompany

Header:

Header Mapping

Business Partner 1 External Business Partner 2

Sender System

Figure 67: Masking internal system names in an outbound message targeted at an external business partner

10.2.4 Routing Messages from an External Business Partner to an Internal
System

If we consider the other direction of B2B message exchange, a message sent by an external business
partner (2) cannot be addressed directly to a system of the internal landscape hosted by business partner 1.
Instead, the external business partner addresses the message to a virtual receiver by using a business
component name to address the receiver of the message. This business component name is the name you
(business partner 1) have communicated to the external business partner beforehand. To route the message
from the external business partner to the right system in your (business partner 1) internal landscape (whose
name the external business partner does not know), you use a receiver-dependent receiver determination.

A receiver-dependent receiver determination is illustrated in the following figure:

http://help.sap.com/saphelp_nwpi711/helpdata/en/48/ced2cf18d3424be10000000a421937/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/48/cf9e199bf23e49e10000000a421937/frameset.htm
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Integration Broker

Firewall

ABC

Sender Party: externalPartner
Sender Component: InvoiceService
Receiver Party: Company2
Receiver Component: BookService

Header:

Business Partner 1 External Business Partner 2

Receiver
Systems

Receiver Determination

Figure 68: Receiver-dependent receiver determination routes a message sent by the external business
partner to the (externally exposed) business component BookService to the internal system ABC

10.2.5 Using the Model Configurator for B2B Integration
As far as you have already designed a process model in the ES Repository, you can also use the model
configurator to automate the configuration.

In this case, those entities which have been designed as B2B-specific will also be handled accordingly by the
model configurator. For example, for a process component that is labeled as process component at business
partner in a process components interaction model, you can only assign a communication party (rather than
a communication component based on a business system).

More information about the B2B-specific configuration concepts: Configuring B2B Processes

10.2.6 Additional B2B-Specific Configuration Settings
You can restrict the access of sender communication components of type business component or business
system to particular service users.

For more information, see Restricting Access to Runtime Environment to Specific (Service) Users.

10.3 B2B Integration Based on Industry Standards
To address B2B integration challenges for specific industry sectors, several standards have been developed
for the exchange of business data in these industries.

10.3.1 SAP Business Packages for RosettaNet and CIDX
SAP provides industry-specific business packages to support the B2B integration of industry standards, such
as RosettaNet for the high tech industry.

Note: The RosettaNet Implementation Framework (RNIF) standard, developed by the organization RosettaNet, defines
processes, interfaces, and transport protocols for the exchange of business data in the High Tech industry (for
example in the electronic industry).

http://help.sap.com/saphelp_nwpi711/helpdata/en/48/c7a659da5e31ebe10000000a42189b/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/48/c7a475da5e31ebe10000000a42189b/frameset.htm
http://www.rosettanet.org/
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To facilitate the setup of B2B interactions with business partners compliant with an industry standard, SAP
provides business packages containing both the relevant integration content in the ES Repository that allows
the mapping to these standards, and the industry-specific adapters that enable an external standard to be
technically connected with the integration broker. SAP provides business packages for RosettaNet, Chemical
Industry Data Exchange (CIDX), and Standards for Technology in Automotive Retail (STAR).

10.3.2 Support of Electronic Data Interchange (EDI)
SAP NetWeaver Process Integration also supports the integration with United Nations/Electronic Data
Interchange For Administration, Commerce, and Transport (UN/EDIFACT), the international standard for
Electronic Data Interchange (EDI).

To ensure connectivity with systems based on this standard, you can use the SEEBURGER business
packages for SAP NetWeaver PI. Over the past years, SEEBURGER has developed a large number of EDI
adapters including thousands of mappings and dozens of EDI communication protocols, for different
scenarios in various industries.

Customer Experience

SAP NetWeaver PI is widely used to integrate existing EDI landscapes. These are some customer examples:
A large consumer products supplier with 45,000 employees uses SAP NetWeaver PI in conjunction with SEEBURGER
EDI adapters to integrate 4 different EDI system solutions in the enterprise, covering 2.5 million sales EDI transactions
per year. Further examples of customers using SAP NetWeaver PI in conjunction with SEEBURGER EDI business
packages are Click Clack Limited, a midsize New Zealand-based consumer products supplier that lowered the cost of
processing customer orders by 65% using EDI (see the Click Clack customer success story), and Danfoss, an
international leading manufacturer of valves and fluid handling components for heating, ventilating, and air conditioning,
with about 21,200 employees worldwide (see Danfoss customer success story).

10.3.3 Structure of SAP Business Packages
SAP business packages are structured in the following way:

They contain:

 Integration content that describes the industry standard interfaces

 Integration content that describes the mappings of SAP standard interfaces to industry standard
interfaces

For more information about structuring business packages and how the current industry standard is
mapped as content in the Enterprise Services Repository, see Structure of SAP Business Packages.

 Adapter metadata for the industry standard adapter

You use the RNIF or CIDX adapter to connect to the message protocol supported by the relevant
industry standard (RNIF adapter to connect to RosettaNet Implementation Framework and CIDX to
connect to Chem eStandards).

You can use the business packages provided by SAP to define your own processes based on these industry
standards. Usually, the most important task is to develop new mappings between your application and the
interface of an industry standard.

More information: SAP Business Packages

10.3.4 Setting Up Integration Based on SAP Business Packages
You set up the integration by following the following general procedure:

1. Install the SAP business package

Download the relevant SAP business package and import the corresponding industry-specific
integration content to the ES Repository.

https://www.sdn.sap.com/irj/sdn/index?rid=/webcontent/uuid/80f2646b-96e1-2b10-fb94-b0e479ded95e
http://www.rosettanet.org/
http://www.cidx.org/
http://www.starstandard.org/
http://www.unece.org/trade/untdid/welcome.htm
http://www.unece.org/trade/untdid/welcome.htm
https://www.sdn.sap.com/irj/sdn/index?rid=/webcontent/uuid/f0c0d023-a296-2b10-1ea0-bb15d4498035
https://www.sdn.sap.com/irj/sdn/index?rid=/webcontent/uuid/f0c0d023-a296-2b10-1ea0-bb15d4498035
http://download.sap.com/CSITE0002/download.epd?context=2214987433BD4F15DEC03DFE482D4309AA3BCD80D6F042F175C20B319A0EA65B997D96BF0DB792BCBA8848AD5273843C99C12BD6612EB8DF
http://download.sap.com/download.epd?context=1FB61AFE181A266833AC4189557E9A4AEE4DE20978551731719B483D84EE97502438B9F6D0EEE78040E4CEFAE86F737DA7738168F7E7E7E3
http://help.sap.com/saphelp_nwpi711/helpdata/en/48/e1ee7fa7e02634e10000000a42189d/frameset.htm
https://www.sdn.sap.com/irj/sdn/index?rid=/webcontent/uuid/80f2646b-96e1-2b10-fb94-b0e479ded95e
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You can find the SAP business package in SAP Software Distribution Center at
http://service.sap.com/swdc. Select the Downloads tab. In the navigation area, choose Download
Support Packages and Patches Entry by Application Group. On the Support Packages and
Patches page, choose SAP Content, and on the following page choose ESR Content (XI Content).
Note that the authorizations for downloading process integration content are generated automatically
depending on your licenses. On the corresponding info page, you can also find the content
configuration guides.

For example, look for the package XI CONTENT CIDX ERP for the integration content that describes
the mappings of SAP standard interfaces to CIDX interfaces.

2. Define a new software component version in the System Landscape Directory for your development

This software component version must be based on the software component version that contains
the business package.

See the explanations as provided under Using Predefined Integration Content.

3. Import the software component version to the Enterprise Services Repository

4. Define the content in the Enterprise Services Repository

In this phase, you build your integration content based on the predefined industry-specific integration
content you have imported.

Note: The integration design for RosettaNet and CIDX is based on “classical” process integration scenarios.

5. Configure the integration

We do not recommend using the model configurator to configure the integration. As the industry-
specific content is designed based on process integration scenarios, make sure that you select the
right process integration scenario for the industry-specific interface from the ES Repository.

Consider the B2B-specific configuration concepts as described in this chapter and under Configuring
B2B Processes.

For more information, read the configuration guide for the business package. You can find the guide
in SAP Software Distribution Center at http://service.sap.com/swdc on the info page for the
corresponding download package.

Customer Experience

Advanced Micro Devices, Inc. (AMD) is an American multinational semiconductor company that uses SAP NetWeaver PI
7.1 and benefits from out-of-the-box process templates based on SAP business package for RosettaNet.
More information: Customer Scenarios with SAP NetWeaver PI 7.1

http://service.sap.com/swdc
http://help.sap.com/saphelp_nwpi711/helpdata/en/48/c7a659da5e31ebe10000000a42189b/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/48/c7a475da5e31ebe10000000a42189b/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/48/c7a475da5e31ebe10000000a42189b/frameset.htm
http://service.sap.com/swdc
https://www.sdn.sap.com/irj/scn/go/portal/prtroot/docs/library/uuid/100f92ac-61a6-2b10-6a9c-a8109a366040
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11 Security
In the preceding chapters, we focused on the concepts and tasks relevant to setting up the basic
communication between the involved communication components. However, secure communication is a
must for most productive scenarios, particularly in B2B scenarios.

In this chapter, we provide an overview of the basic security settings that are supported with SAP NetWeaver
PI.

With SAP NetWeaver PI, you can apply security on the following levels:

 Ensuring a secure and reliable setup of the technical SAP NetWeaver PI landscape

 Ensuring a secure and reliable messaging when executing integration scenarios based on an SAP
NetWeaver PI installation

As of SAP NetWeaver PI 7.1, the support of the standard Web Services Reliable Messaging (WS-RM) is
considerably enhanced. We focus on this in the following chapter, but this chapter summarizes the most
important security-related aspects.

More information: SAP NetWeaver Process Integration Security Guide

11.1 Secure and Reliable Technical Landscape of SAP NetWeaver PI
An installation of SAP NetWeaver PI contains many technical components that communicate with each other
when you operate an SAP NetWeaver PI landscape.

Note: When we talk about operating an SAP NetWeaver PI landscape, we mean the operation of all its technical
components, for example the Integration Server, as well as the design and configuration tools.

The configuration of the technical components as well as the communication between the components has
to comply with security standards. These technical components are, for example, messaging components
like the Integration Server or the Advanced Adapter Engine, or tools for design and configuration like the ES
Repository or the Integration Directory.

Note: You can find more information on the technical components of SAP NetWeaver PI on SAP Service Marketplace at
http://service.sap.com/instguidesnwpi71  Installation  Planning  Master Guide - SAP NetWeaver PI
7.1/Technical Infrastructure Guide - SAP NetWeaver PI 7.1.

More information: Technical Communication

11.2 Secure and Reliable Messaging
When you actually run and integrate a collaborative process based on an SAP NetWeaver PI installation, the
integration of the process components has to comply with certain security standards. In particular, when
messages are exchanged between different enterprises or organizations over the Internet, it must be
ensured that the message transfer is secure. The level of security depends on the kind of scenario. For
example, B2B interactions that span different enterprises typically require higher security standards than
interactions between components running within the same enterprise.

We basically distinguish between the two following security levels:

 Transport-level security

Security on this level covers all security aspects of the technical communication level, particularly the
technical communication protocols used. As a basic security setting for the technical connection, you can
apply a specific transport security. The transport security you can apply depends on the adapter type
used. For example, HTTP connections can be secured by using Secure Sockets Layer (SSL), resulting
in the protocol HTTPS. When you use the IDoc or RFC adapter, you can apply the transport security
Secure Network Communications (SNC).

http://help.sap.com/saphelp_nwpi711/helpdata/en/f7/c2953fc405330ee10000000a114084/frameset.htm
http://service.sap.com/instguidesnwpi71
http://help.sap.com/saphelp_nwpi711/helpdata/en/5e/f85141196ff423e10000000a155106/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/14/ef2940cbf2195de10000000a1550b0/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/72/e52c4057cb185de10000000a1550b0/frameset.htm
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Depending on the transport security, you can apply certain authentication mechanisms on the transport
level. These are authentication mechanisms such as the use of users/passwords, client certificates, or
SAP assertion tickets.

Note: Keep in mind that we mainly deal with system-to-system interactions. Therefore, users in this context are
typically service users for logging on to a system.

You configure these settings in the communication channel for the corresponding adapter.

An additional option for increasing communication security is to build up several network zones by
introducing firewalls and application gateways.

More information: Network and Communication Security

 Message-level security

Security on this level covers all security aspects with regard to protecting the content of a message
against malicious use. For example, you can digitally sign or encrypt documents exchanged between
business partners.

SAP NetWeaver PI supports message-level security for the XI message protocol, for the RosettaNet
protocol, for the CIDX protocol, for the SOAP adapter, for the Mail adapter, and for connectivity with
WSRM-enabled systems (based on Web Services Reliable Messaging).

To configure message-level security settings, you have to perform the following tasks:

 Security configuration in the connected back-end systems

These settings include, for example, the setup of certificate stores and trust relationships between
systems (using AS Java keystore or Trust Manager of AS ABAP).

 Security configuration for the communication step in the Integration Directory

These settings are made in the communication channel.

      More information: Message-Level Security

You can find detailed information on the supported security settings for the various adapter types in the
description of the adapter under Adapters.

It is not possible to provide general recommendations as to which security settings are the best. When you
configure scenarios using interactions with WSRM-enabled systems (see Web Services Reliable
Messaging), the Recommended WS Security Scenarios serve as a good starting point for planning your
security strategy.

The actual configuration procedure depends on the protocol used and the applied security scenario.

11.3 Security Standards for Web Services
SAP NetWeaver PI (as of release SAP NetWeaver PI 7.1) supports several standards for Web services. We
will explain how SAP NetWeaver PI supports these standards in the next chapter.

In this section, we focus on the security-relevant standards for Web services. These are the most important
standards:

Web Services (WS) Security (WS Security)

A standard for securing SOAP messages.

By using WS Security, you protect the SOAP messages that are exchanged between the Web
service provider and the Web service consumer with digital XML signatures, XML encryption, time
stamps, and security tokens.

Security Assertion Markup Language (SAML)

An XML-based language that can be used to exchange security-relevant information such as
authentication information, for example.

http://help.sap.com/saphelp_nwpi711/helpdata/en/d9/ef2940cbf2195de10000000a1550b0/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/ff/7932e4e9c51c4fa596c69e21151c7d/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/a8/882a40ce93185de10000000a1550b0/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/48/ce24473a8e5430e10000000a42189b/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/48/8ebbba66be06b2e10000000a42189b/frameset.htm
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=wss
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=security
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SAML uses WS Security and is built upon a number of existing standards:

Extensible Markup Language (XML)

Most SAML exchanges are expressed in a standardized dialect of XML, which is the root of the
name SAML (Security Assertion Markup Language).

XML Schema

SAML assertions and protocols are specified (in part) using XML Schema.

XML Signature

Both SAML 1.1 and SAML 2.0 use digital signatures (based on the XML Signature standard) for
authentication and message integrity.

XML Encryption

Using XML Encryption, SAML 2.0 provides elements for encrypted name identifiers, encrypted
attributes, and encrypted assertions (SAML 1.1 does not have encryption capabilities).

Hypertext Transfer Protocol (HTTP)

SAML relies heavily on HTTP as its communications protocol.

SOAP

SAML specifies the use of SOAP, specifically SOAP 1.1.

More information: Security Guide Web Services

As of SAP NetWeaver 7.1, the use of SAML tokens is possible.

11.3.1 Principal Propagation Using SAML 1.0
One use case for Web services security standards is principal propagation based on Security Assertion
Markup Language (SAML). You can use principal propagation to pass the security credentials of a user from
a sender to a receiver application (even spanning several intermediate components).

This security setting is supported for interactions with WSRM-enabled systems.

For end-to-end descriptions of the configuration steps, see the following sources:

How To Configure SAML Authentication for SAP NetWeaver Process Integration 7.1 (how-to guide)

Principal Propagation with SAP NetWeaver Process Integration 7.1 (SCN blog)

Note: For interactions based on the XI adapter, the RFC adapter, and the SOAP adapter, you can configure principal
propagation based on SAP assertion ticket, an SAP-specific logon ticket.
More information: Configuring Principal Propagation (Authentication Assertion Ticket)

11.4 Restricting Access to Runtime Environment to Specific (Service)
Users

You can restrict the access of sender communication components of type business component or business
system to particular service users. An authorization check at runtime ensures that messages that have the
particular communication component entered as the sender in the message header can only be executed on
the Integration Server or in the Advanced Adapter Engine by the specified users.

Note: This security feature plays a role for B2B interactions in particular. You and your external business partner agree
on a special service user to be used for communication.

More information: Access Control Using Assigned Users

http://www.w3.org/XML/
http://www.w3.org/XML/Schema
http://www.w3.org/TR/xmldsig-core/
http://saml.xml.org/saml-specifications#samlv11
http://saml.xml.org/saml-specifications#samlv20
http://www.w3.org/TR/xmlenc-core/
http://www.w3.org/Protocols/
http://www.w3.org/TR/soap/
http://help.sap.com/saphelp_nwpi711/helpdata/en/5c/fcd23844d043a1a2f41c20b87b4abc/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/48/acf91b8ffb3206e10000000a42189c/frameset.htm
https://www.sdn.sap.com/irj/scn/go/portal/prtroot/docs/library/uuid/b04408cc-f10e-2c10-b5b7-af11026b2393
https://www.sdn.sap.com/irj/scn/weblogs?blog=/pub/wlg/7068
http://help.sap.com/saphelp_nwpi711/helpdata/en/43/83170262f33b5be10000000a422035/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/48/ce95b718d3424be10000000a421937/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/48/cea362e206035be10000000a42189b/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/43/83170262f33b5be10000000a422035/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/48/ce95b718d3424be10000000a421937/frameset.htm
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11.5 Configuration Examples for Back-End Settings
The setup of end-to-end security mechanisms depends largely on the connectivity used, the security level,
as well as the type of application systems connected to each other.

In this handbook, we mainly focus on the settings necessary to enable interactions between systems, mainly
mediated by an integration broker. These settings – as already mentioned – are configured in the
corresponding sender/receiver adapters and sender/receiver agreements. However, to make these settings
effective, additional settings have to be configured in the connected application (back-end) systems. For
procedure examples for configuring the back-end-specific settings, see the following configuration examples:

Configuration Examples for AS ABAP

Configuration Examples for AS Java

Note: These examples cover direct interactions between two systems – a service consumer and a service provider. For
scenarios using an integration broker (for example, Integration Server), the integration broker has to be brought
into consideration as a component interconnected between the consumer and provider application.  From the
perspective of the consumer system, the integration broker has to be treated as a service provider, whereas from
the perspective of the provider system, the integration broker has to be treated as a service consumer.

For an overview of Web service security settings and procedures, see the guide Configuring Web Service
Scenarios.

12 Services Registry
As explained in the chapter Designing Integration Content, a service interface is an implementation-
independent description of a function or a service. In this sense, a service interface in the ES Repository (or
its WSDL representation) represents only the metadata of a service that is already known at design time.
However, to call, invocate, or consume a service, information about the location of the service is necessary,
for example, the address and host name of the server the service is implemented on.

The Services Registry is a central registry in a landscape that contains service metadata enriched with the
location information.

Note: The Services Registry is available together with SAP NetWeaver PI 7.1 and SAP NetWeaver Composition
Environment 7.1.

In this chapter, we introduce the Services Registry, its basic concepts, and use cases.

More information: Publishing Service Definitions Using the Services Registry

12.1 Introduction
An important aspect of service-oriented architecture (SOA) is the facilitation of service consumption, either
where the service is invocated by a mediated communication step, or directly by a consumer application
(point-to-point communication). To make the invocation of services more convenient, the Services Registry
was introduced. It is a UDDI 3.0-conformant registry containing information about the services provided in a
landscape, with references to the relevant metadata (WSDL) and to the callable service endpoints.

A service endpoint contains a single configuration for a service. An endpoint contains the server address
(location of the service) and additional security settings, for example, authentication methods to call the
service. Multiple endpoints can be defined for one service, each endpoint representing a different runtime
behavior.

The content of this chapter is structured according to the following basic use cases of the Services Registry:

 Service providers can publish their service information to the Services Registry and thus make the
service accessible to any consumer.

http://help.sap.com/saphelp_nwpi711/helpdata/en/f8/b9615ddc044a538fb45fea7671bfed/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/b2/f82f3754cb4ffa9f3b9de9f0557d66/frameset.htm
https://www.sdn.sap.com/irj/scn/go/portal/prtroot/docs/library/uuid/109aa318-5aa6-2a10-799d-a495383c1e01
https://www.sdn.sap.com/irj/scn/go/portal/prtroot/docs/library/uuid/109aa318-5aa6-2a10-799d-a495383c1e01
http://help.sap.com/saphelp_nwpi711/helpdata/en/47/d38f14b8fc3c83e10000000a42189c/frameset.htm
http://www.uddi.org/pubs/uddi-v3.00-published-20020719.htm
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 Service consumers can browse the Services Registry for the service they need and discover and
consume the service.

12.2 Publishing Service Definitions into the Services Registry
A service definition in the Services Registry can describe a service on different levels. It can represent a
service interface description from the ES Repository, in which case the service definition contains the
metadata of a service already known at design time. Beyond that, a service definition can represent an
implemented service on a provider system. The third option is a configured service: an implemented service
with an endpoint.

Taking into consideration mediated communication using an integration broker, a service definition can also
represent the configured inbound processing on the integration broker.

Reflecting the different kinds or levels of service definitions, service providers can publish the following kinds
of service definitions into the Services Registry:

 (1) Inbound service interfaces from the ES Repository

 (2) Service endpoints to the Integration Server/local Advanced Adapter Engine

 (3) Service definitions (AS ABAP) – implemented and configured

 (4) Service definitions (AS Java) – implemented and configured

Depending on the publication source, the service definition in the Services Registry is categorized by the
attribute State as:

Modeled – for service definitions containing only the service metadata from the ES Repository

Activated/Deployed – for service definitions that are implemented, but not yet configured

Configured – for service definitions containing endpoint information

The following figure illustrates how these different kinds of service publications relate to each other:
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Figure 69: Possible kinds of service publications

12.2.1 Publishing Inbound Service Interfaces from the ES Repository
In this option, the published service definition contains the description of the inbound service interface
without any endpoint information (a “modeled” service). To call the service, the endpoint information has to
be added later on.

More information: Publishing Service Interfaces

12.2.2 Publishing Sender Agreements or Integrated Configurations from
the Integration Directory

If you have configured mediated communication, you can regard the sender application as a service
consumer that calls a service provider (the receiver application) using the integration broker that is
interconnected between consumer and provider. The integration broker can either be the Integration Server
or the local Advanced Adapter Engine. However, from the consumer’s perspective, the integration broker
acts as an “intermediate” service provider, and the configured inbound message processing implicitly
contains the service endpoint information for calling the integration broker.

To make it easy for any consumer to call the integration broker (based on a specific configuration), you have
the option to publish the configured inbound processing into the Services Registry. Depending on whether
you have configured Integration Server-based messaging or local messaging using the Advanced Adapter
Engine), you have the option to publish either of the following Integration Directory objects:

 Sender agreements (with WS channels or SOAP channels assigned to them) – for Integration
Server-based communication

 Integrated configurations (with SOAP channels assigned to them) - for local message processing
based on the Advanced Adapter Engine

http://help.sap.com/saphelp_nwpi711/helpdata/en/23/fc3072d77e41c2a67c64deac5f88c3/frameset.htm
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Note: The system information for published sender agreements or integrated configurations contains the addition _XPI.

The following figure illustrates this use case:

Service Provider

Sender Agreement or
Integrated Configuration

Services Registry

Service CallService Consumer

Integration Broker
(IS or local AAE)Sender System Receiver SystemIncoming Message

Discover Publish

Integration Directory

Figure 70: Publishing a sender agreement/integrated configuration into the Services Registry

More information:

Publishing Sender Agreements into the Services Registry

Publishing Integrated Configurations to the Services Registry

12.2.3 Publishing Service Definitions (AS ABAP or AS Java)
You can publish a configured service implemented on a back-end provider system directly into the Services
Registry. Using this option, you facilitate the consumption of the provider service for any consumers.

More information:

Publishing Services (ABAP)

Publishing to the Services Registry (Java)

12.3 Discovering Services in the Services Registry
Whereas service providers use the Services Registry as a registry to publish the services they offer, service
consumers use the Services Registry to search for and discover the services they require.

12.3.1 Service Consumption with the Services Registry
More information: Service Consumption with the Services Registry

12.3.2 Browsing and Searching for Services
Service consumers can search in the Services Registry for services or service groups.

More information:

http://help.sap.com/saphelp_nwpi711/helpdata/en/48/ce54c2a0d7154ee10000000a421937/frameset.htm
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Searching and Browsing Service Definitions

Searching and Browsing Service Groups

12.3.3 Classifying Services
To structure the data accessible in the Services Registry, service definitions can be categorized based on a
classification system. SAP provides a set of classification systems which allow you to group services, for
example, according to ES Repository metadata, like software component, process component, or service
interface.

More information:

Structuring of Services in the Registry

Classifying Services

Managing Classification Systems

How-to guide: Services Registry: Classification Services

12.4 Additional Tasks
For more information on additional tasks to perform with the Services Registry, read the following
documentation:

Testing Service Endpoints

Importing or Exporting Services Registry Content

Cleaning the Services Registry

Removing Services from the Services Registry

Using the Services Registry APIs

12.5 SAP Enterprise Services Explorer tool for Microsoft .NET
SAP Enterprise Services Explorer for Microsoft .NET is an add-in for Microsoft Visual Studio 2005 and 2008
that enables .NET developers to discover services provided by SAP and consume them in their applications,
as well as publish their own .NET web services.

More information:

Introducing SAP Enterprise Services Explorer tool for Microsoft .NET

Downloading SAP Enterprise Services Explorer for Microsoft .NET

13 Web Services Reliable Messaging
The Web Services Reliable Messaging (WSRM) specification issued by OASIS in 2005 describes a protocol
that allows messages to be transferred reliably between nodes implementing this protocol in the presence of
software component, system, or network failures.

A WSRM-enabled system guarantees a certain transactional behavior that ensures that a consistent data
state is achieved after the interaction, even in the event of failures as mentioned above.

More information: Web Services Reliable Messaging

SAP NetWeaver Process Integration (as of release SAP NetWeaver PI 7.1) supports WSRM with the
following enhancements:

 Connectivity
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It is possible to connect WSRM-enabled systems to the Integration Server and to configure certain
security settings.

In addition to this, you can also configure the direct (point-to-point) connection between WSRM-enabled
systems.

You can configure a communication channel with adapter type WS for this purpose in the Integration
Directory.

 Interface design

In the ES Repository, you can define certain interface patterns for service interfaces that help to
implement WSRM-enabled applications. These are the interface patterns Stateless and TU&C/C.

Note: For example, a TU&C/C scenario (Tentative Update and Compensate or Confirm) might be designed as
follows: A service consumer sends his orders to a service provider.  The provider processes the orders
tentatively. Only after an order is confirmed on the consumer side is the order also persisted in the database
on the provider side. In the event of an error, the changes are rolled back.
To implement such behavior, multiple operations have to be designed for the service interface and
implemented later in the related application systems (more information: Interface Patterns).

In this chapter, we provide an overview of the configuration options for connecting to WSRM-enabled
systems. Basically, you have the following options:

 Connecting the Integration Server to Web service consumers and providers

 Setting up direct communication between Web service consumers and providers

Note: If it is necessary to distinguish between the roles of a service provider and a service consumer, in the context of
WSRM-enabled systems we also speak of Web service consumer (WS consumer) and Web service provider (WS
provider).

The end-to-end configuration process for scenarios includes both tasks in the Integration Directory and tasks
in the connected back-end systems, and depends strongly on the kind of back-end system.

You can find detailed information on the configuration of scenarios including Web service consumers and
providers for different combinations of back-end system types in the following guide: Configuring Web
Service Scenarios.

13.1 Connecting the Integration Server to WSRM-Enabled Systems
As of SAP NetWeaver PI 7.1, you can connect WSRM-enabled systems to the Integration Server. The
configuration procedure is basically the same as described under Configuring Integration Server-based
Communication and Configuring Communication Using the Integration Server.

The basic difference is that you use a communication channel of adapter type WS to configure the
connectivity to the WSRM-enabled system:

 You use a sender agreement with an assigned WS sender adapter to connect the Integration Server
to a WS consumer.

 You use a receiver agreement with an assigned WS receiver adapter to connect the Integration
Server to a WS provider.

In particular, in the agreements and channels you can configure WSRM-specific security settings such as
authentication mechanisms.

More information: Configuring the Communication Channel with Adapter Type WS

13.2 Setting Up Direct Communication between WSRM-Enabled Systems
To configure direct communication between WSRM-enabled systems, you configure the relevant settings
locally in the involved back-end systems of the WS provider and WS consumer.

http://help.sap.com/saphelp_nwpi711/helpdata/en/48/ce285e3a8e5430e10000000a42189b/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/11/e8179b247e4720882512a04041491d/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/11/e8179b247e4720882512a04041491d/frameset.htm
https://www.sdn.sap.com/irj/scn/go/portal/prtroot/docs/library/uuid/109aa318-5aa6-2a10-799d-a495383c1e01
https://www.sdn.sap.com/irj/scn/go/portal/prtroot/docs/library/uuid/109aa318-5aa6-2a10-799d-a495383c1e01
http://help.sap.com/saphelp_nwpi711/helpdata/en/48/ce29e73a8e5430e10000000a42189b/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/48/ce285e3a8e5430e10000000a42189b/frameset.htm
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 For systems based on AS ABAP, you generally use the SOA Manager.

 For systems based on AS Java, you generally use the SAP NetWeaver Administrator.

The different procedures for different kinds of back-end systems are described under Configuring Web
Service Scenarios.

If the WS provider and consumer are both based on AS ABAP 7.1 or a higher release, you can perform the
configuration of the direct communication centrally in the Integration Directory, using a direct connection
object (with an assigned sender channel of type WS).

The configuration settings are propagated into the back-end systems by a caching mechanism, therefore
making local configuration unnecessary.

More information: Configuring Direct Communication

http://help.sap.com/saphelp_nwpi711/helpdata/en/b0/787748cf3a4200bb1ba32a62aa8519/frameset.htm
https://www.sdn.sap.com/irj/scn/go/portal/prtroot/docs/library/uuid/109aa318-5aa6-2a10-799d-a495383c1e01
https://www.sdn.sap.com/irj/scn/go/portal/prtroot/docs/library/uuid/109aa318-5aa6-2a10-799d-a495383c1e01
http://help.sap.com/saphelp_nwpi711/helpdata/en/48/ce5bf1a0d7154ee10000000a421937/frameset.htm
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14 Appendix

14.1 SAP NetWeaver PI Architecture and Tools

14.1.1 Technical Components of SAP NetWeaver PI
The following figure provides an overview of the technical components of SAP NetWeaver PI:

ES Repository

SAP
Application

Integration
Directory

Integration
Server

Integration
Engine

Central AAE

Business Process
Engine

3rd Party
Application

Business
Partner

3rd Party
Middleware

System Landscape Directory

Integration
Builder

ES
Builder

Services
Registry

SAP NetWeaver Administrator

Runtime Workbench/

Design Time Configuration
Time

Runtime

Figure 71: Technical components of SAP NetWeaver PI

More information: Technical System Landscape

14.2 Service Provisioning
Service provisioning means making a service available to be called by any service consumer. So far in this
handbook we have not focused on this aspect of SOA implementation. Rather, we focused on how to
integrate service providers and service consumers – mainly using an integration broker. However, service
provisioning deals with all tasks that are related to making a service available to any kind of service
consumer, regardless of whether the service consumer calls the provider directly or mediated by an
integration broker. In the latter case, the integration broker acts as a service provider from the perspective of
the service consumer.

Although we have not explicitly covered the topic of service provisioning, you can derive the necessary
concepts and tasks from the content of this handbook. The topic of service provisioning covers a subset of
the topics, dealing in particular with these integration project tasks:

1. Designing interface objects

2. Proxy generation

http://help.sap.com/saphelp_nwpi711/helpdata/en/48/aeb1055bb5356be10000000a421937/frameset.htm
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3. Publishing service endpoints into the Services Registry

The subsequent step, the service discovery, is not covered in this handbook.

For more information, see:

Service Enabling with SAP NetWeaver Process Integration 7.1

14.3 Setting Up High-Volume Scenarios
There are several methods for increasing the performance of message processing and enabling the
processing of very large messages.

This chapter provides a short overview of the possible methods and provides references to more detailed
information.

More information: SAP NetWeaver PI Best Practices: Sizing & Performance Tuning (this how-to guide
provides best practices related to SAP NetWeaver PI sizing and performance improvement)

14.3.1 Local Message Processing Using the Advanced Adapter Engine
Processing messages locally using the Advanced Adapter Engine can increase performance considerably,
since the Integration Server is bypassed. However, other decision criteria must be taken into account, since
the mediation capabilities of local message processing are not congruent with those offered by the
Integration Server.

More information on how to configure such scenarios:

Configuring Communication Using the Advanced Adapter Engine

Section Configuring Local Message Processing on the Advanced Adapter Engine

14.3.2 Message Packaging
You use message packaging to group together asynchronous messages in packages and then process each
message package in one logical unit of work.

More information:

Message Packaging

SAP Note 1037176

Customer Experience

Customers benefit from performance enhancements for high volume scenarios when upgrading to SAP NetWeaver PI
7.1. For example, Swiss Post , a Switzerland-based logistics company that deals with postal, logistics, and transportation
services (around 58,000 employees) uses SAP NetWeaver PI 7.1 to implement business-critical high-volume processes.
These are some performance numbers from Swiss Post: about 1.2 million messages are processed overnight; response
times of 200ms for an end-to-end B2B interaction have been measured.
Energie Baden-Württemberg AG (EnBW), the third-largest energy company in Germany, benefits from performance
improvements by using local processing on the Advanced Adapter Engine and the message packaging functionality.
Another SAP NetWeaver PI 7.1 customer benefitting from the performance improvements in the new release is
Swisscom IT Services AG.
More information:
Customer Scenarios with SAP NetWeaver PI 7.1
High Volume Messaging with SAP NetWeaver PI - Real Life Customer Examples

https://www.sdn.sap.com/irj/scn/go/portal/prtroot/docs/library/uuid/50b63e8f-a4bb-2a10-e9b1-ba803fd06739
https://www.sdn.sap.com/irj/scn/go/portal/prtroot/docs/library/uuid/2016a0b1-1780-2b10-97bd-be3ac62214c7
http://help.sap.com/saphelp_nwpi711/helpdata/en/48/cec10518d3424be10000000a421937/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/46/79e8e13872275ae10000000a11466f/frameset.htm
https://service.sap.com/sap/support/notes/1037176
https://www.sdn.sap.com/irj/scn/go/portal/prtroot/docs/library/uuid/100f92ac-61a6-2b10-6a9c-a8109a366040
https://www.sdn.sap.com/irj/scn/weblogs?blog=/pub/wlg/11843
https://www.sdn.sap.com/irj/scn/go/portal/prtroot/docs/library/uuid/100f92ac-61a6-2b10-6a9c-a8109a366040
https://www.sdn.sap.com/irj/scn/weblogs?blog=/pub/wlg/11843
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14.4 Additional Connectivity Options

14.4.1 Using SAP Conversion Agent by Informatica
An additional connectivity option is provided by SAP Conversion Agent by Informatica. This tool, developed
in partnership with Informatica, enables efficient development of data transformations for incoming and
outgoing unstructured and semi-structured data and messages into XML.

More information: SAP Conversion Agent by Informatica

https://www.sdn.sap.com/irj/sdn/index?rid=/webcontent/uuid/90bf7c8d-a197-2b10-96b9-a0feb39b5ddb
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14.5 Glossary
adapter

Defines the technical transformation of a message necessary to connect a system or another kind of
communication partner to the integration broker. A sender adapter transforms the message from the
format a sender system uses into the message format of the integration broker. A receiver adapter
transforms the message from the message format of the integration broker into the format a receiver
system can handle. Adapters are configured in the Integration Directory using a communication
channel.

aggregated data type

Comprises other aggregated data types or core data types or both.

asynchronous communication

Communication mode where a request message is sent out but no response is expected.

business-to-business (B2B) communication

Communication with an external business partner.

business system

Entity in the System Landscape Directory that represents a logical system. Each business system
must be assigned a technical system.

category

Attribute of a service interface that determines whether the service interface is an outbound, an
inbound, or an abstract service interface.

communication channel

Configuration object that is used to configure an adapter.

communication party

Represents a company unit that is to be involved and addressed in message exchange.

communication component

Represents an entity that can be used to address a sender or receiver of messages (typically, a
system).

communication channel template

Contains the preconfiguration of a communication channel that can be specified at design time in the
ES Repository.

communication mode

Attribute of a service interface operation that determines whether the communication has to be
performed synchronously or asynchronously.

configuration object

Object created and maintained at configuration time in the Integration Directory.

configuration time

Phase of an integration project during which the integration content that has been created at design
time is configured to run in a specific system landscape.

connectivity

Capability to connect systems or business partners based on different protocols or standards to the
integration broker.

content-based routing
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Routing that depends on the content of a message.

context object

Design object that can be used as an abbreviated expression for an XPath expression to address a
specific payload element.

core data type

XSD-based type that does not yet have any business-specific semantics.

data type

Design object that describes the structure of data. Data types contain elements and properties for
the type definition. Data types are saved as XML Schema Definition.

deployment unit

Groups all process components that need to be installed together on one system.

design object

Object created and maintained at design time in the ES Repository.

design time

Phase of an integration project during which those parts of a business process are specified that are
independent of any implementation- or system-landscape-relevant technical details. The content
created and maintained at design time is referred to as integration content.

direct communication

Communication type where systems interact directly with each other without an integration broker
interconnected between them. This kind of communication is also referred to as “point-to-point”
communication.

direct connection

Configuration object used to configure direct communication between a sender and receiver system.

enterprise service

Term used to emphasize the fact that a service has been designed according to SAP’s SOA design
principles. Technically, this term summarizes interface objects.

Enterprise Services Repository (ES Repository)

Central repository within SAP NetWeaver for design objects for service development and their
metadata.

Enterprise Services Workplace (ES Workplace)

The ES Workplace is the central place to view consolidated information about all available enterprise
services delivered by SAP. You can access the ES Workplace in SAP Community Network at
https://www.sdn.sap.com/irj/sdn/explore-es.

external definition

Object used to import an existing data structure description into the ES Repository.

fault message type

Message type used to describe the expected message if an error occurs.

global data type (GDT)

Data type that describes a basic business entity such as an address. GDTs are the basis for
application-specific data types SAP-wide and can be used by customers to build their own data
types.

imported object

XML definitions of existing functions (RFCs or IDocs) that can be imported into the ES Repository.

https://www.sdn.sap.com/irj/sdn/explore-es
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imported archive

Encapsulates an externally developed Java or XSLT (Java) mapping program. An imported archive
has to be referred to by an operation mapping.

inbound processing

Defines how a message should be transformed technically to the XML message format of the
integration broker.

inbound service interface

Service interface that receives a message.

integration broker

Term used to indicate the instance that processes messages in mediated scenarios.

The integration broker can either be the Integration Engine (as part of the Integration Server) or the
local Advanced Adapter Engine.

integration content

Those parts of the Enterprise Services Repository content (ESR content) that are used for the design
of the integration-specific aspects of business processes.

integration engine

Runtime environment based on AS ABAP that has the task of receiving and forwarding messages on
the Integration Server or in SAP Business systems.

integration process

Executable cross-system process for processing messages.

In an integration process you define all the process steps to be executed and the parameters
relevant for controlling the process. An integration process is a design object in the ES Repository.

interface determination

Configuration object used to specify the inbound interface that receives the message for a specific
receiver system as well as to choose the mapping that has to be applied.

interface pattern

Describes the type of communication that is to be executed on the message when the interface is
used.

integrated configuration

Configuration object for scenarios where messages are processed locally using the Advanced
Adapter Engine.

integration content

As the design-time-relevant aspects are specified and stored in the Enterprise Services Repository
(ES Repository), the corresponding design-time entities are referred to as integration content or
(denoting the tool) ESR content. Therefore, we also speak of integration content predefined by SAP
in this context.

integration scenario (integration scenario model)

Model type in the ES Repository that shows the graphical representation of the deployment units and
process components involved in a cross-component business process, as well as the connections
between the process components.

mapping template

Design object that contains parts of a message mapping that can be used as a copy template to
create new message mappings. Mapping templates can reference other mapping templates, thus
enabling maximum reuse in mapping development.
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mediated communication

Communication between systems or other kinds of communication partners where a central instance
is interconnected between the communication partners and acts as a communication hub or data
hub. The data hub is referred to as integration broker.

message mapping

Mapping object created when you use the graphical mapping editor. A message mapping has to be
referred to by an operation mapping.

message type

Defines the root element of a message. You use a message to exchange data between systems. A
message type has exactly one data type that defines the structure of this data.

object key

Set of attributes that is necessary to identify an object (ES Repository and Integration Directory).

operation

Represents the smallest, separately-callable function, described by a set of data types used as input,
output, and fault parameters serving as a signature. Operations are grouped by a service interface.

operation mapping

Mapping object that assigns a mapping program for a pair of service interface operations.

An operation mapping encapsulates the mapping program that has to be executed at runtime. At
configuration time, you only have to choose the required operation mapping (in an interface
determination or an integrated configuration); the assigned mapping program will then automatically
be evaluated at runtime.

outbound processing

Defines how a message should be transformed technically from the message format of the
integration broker into the format a receiver can process.

outbound service interface

Service interface by which a message is sent out to another process component.

process component

Part of the value chain of a business application or a business process. Assuming the business
application spans different departments of one company, a process component typically represents
one part of the process that is performed in one department.

process components interaction model

Model type in the ES Repository that shows in detail the interaction between two process
components.

process component at business partner (external process component)

Process component that is connected by B2B communication with a process component in your own
business and in this way enhances an intra-enterprise value chain.

process components interaction model

Shows in detail the interaction between two process components. You can consider a process
components interaction model as a detailed view of one single connection in an integration scenario
model. This model type is available as of SAP NetWeaver PI 7.1.

process integration scenario

Model type in the ES Repository that describes a cross-component process that is based on the
exchange of messages. Process integration scenarios were already available in the earlier releases
of SAP NetWeaver PI prior to SAP NetWeaver PI 7.1.
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product

Represents a unit that is delivered, visible to the customer, and is installable and renewable. In an
SAP environment, a product corresponds to an SAP technical component.

principal propagation

Passing the security credentials of a user from a sender to a receiver

proxy

Platform-specific, executable service derived from a service description in the ES Repository.

receiver determination

Configuration object that defines which receiver systems an incoming message has to be forwarded
to by the integration broker.

receiver rule

Configuration object used to specify the conditions under which messages are forwarded to
particular receivers. You can reuse a receiver rule in different receiver determinations.

routing

Defines which receiver systems and receiver interfaces a message is forwarded to by the integration
broker. Routing is configured in the Integration Directory using receiver determinations and interface
determinations or integrated configurations.

SAP NetWeaver Exchange Infrastructure

Name of SAP NetWeaver Process Integration in releases including and prior to SAP NetWeaver
2004.

SAP NetWeaver Process Integration (SAP NetWeaver PI)

SAP’s solution for the integration of applications, business partners, and services in complex and
heterogeneous system landscapes. SAP NetWeaver PI provides an integrated tool infrastructure to
model and design the integration-relevant aspects of business processes, to specify the integration-
relevant details for a concrete system landscape, as well as to execute and monitor the business
processes executed at runtime. In former releases, SAP NetWeaver PI also is referred to as usage
type Process Integration of SAP NetWeaver 7.0, respectively SAP NetWeaver Exchange
Infrastructure 3.0.

service

Coherent set of callable operations clearly described by one service interface, behavioral
information, and endpoint information (such as the address where the service is provided). An
operation is described by its input, output, and fault parameters, which in turn are defined by data
types.

service endpoint

Contains a configuration for a service, including the service location and security settings.

service interface

Design object representing a set of functions that is either provided by an application (inbound
service interface) or used by an application (outbound service interface).

software component

Represents the reusable modules of a product. You can upgrade them or install patches on them.

software component version

Version of a software component.

synchronous communication

Communication mode where a response is expected  for each call or request message sent out.
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target field mapping

Describes how one or more source fields are mapped to a target field. A message mapping is
constructed out of individual target field mappings.

technical system

Entity in the System Landscape Directory that contains the technical details of a system (for
example, the server address).

top-down approach

Model-based design of integration content.

value mapping

Transforms values of message elements.

value mapping group

Configuration object in the Integration Directory that contains mappings between different
representations of one and the same object. Mapping programs can refer to a value mapping group.

Web Services Description Language (WSDL)

XML-based language for describing Web services and how to access them.

Web Services Reliable Messaging (WS-RM)

This WS-ReliableMessaging specification describes a protocol that allows messages to be transferred
reliably between nodes implementing this protocol in the presence of software component, system, or
network failures. (OASIS definition)

http://docs.oasis-open.org/ws-rx/wsrm/200702/wsrm-1.2-spec-cd-01.pdf
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14.6 Further Reading and Training
The SOA Middleware homepage in SAP Community Network is the first point of entry for up-to-date
information about SAP NetWeaver Process Integration.

SAP Training and Learning Offerings
Training courses:

 BIT400: SAP NetWeaver Process Integration

 BIT469: SAP NetWeaver PI - Mapping

 BIT480: SAP NetWeaver PI – Operations

 BIT420: SAP NetWeaver PI - Proxy Development and Service Provisioning

 SOA100: SAP SOA Overview

 SOA110: SOA Roadmap and Methodology

 SOA300: Enterprise Service Repository

 SOA400: SOA Service Provisioning and Consumption

For more information, see the SAP training catalog.

Additional learning material:

Learning Map SAP NetWeaver PI 7.1 (including EHP 1) (SAP Service Marketplace login required)

Process Integration and Service-Oriented Architecture (SOA)
SOA Development Handbook

SAP Press Books
SAP Exchange Infrastructure (currently being updated to SAP NetWeaver PI 7.1)

SAP Exchange Infrastructure for Developers (currently being updated for SAP NetWeaver PI 7.1)

B2B Integration Using SAP NetWeaver PI

Mastering SAP XI Administration

Mastering SAP NetWeaver XI - Programming

Enterprise Integration Patterns for SAP NetWeaver PI

More information: http://www.sap-press.de

Installation and First Steps
Install, Configure, and Run SAP NetWeaver PI 7.1

Master Guide and Installation Guides (SAP Service Marketplace login required)

SAP NetWeaver PI Configuration Guide

Use Cases and Examples
Typical use cases of SAP’s SOA Middleware (based on SAP NetWeaver PI):

Service-Enabling a Legacy Application with SAP NetWeaver PI 7.1

Service Enabling with SAP NetWeaver Process Integration 7.1

Step-by-step guides:

Simple Use Cases (SAP NetWeaver PI 7.1)

Demo Examples (SAP NetWeaver PI 7.1)

https://www.sdn.sap.com/irj/sdn/nw-soa
http://www.sap.com/services/education/catalog/index.epx
http://service.sap.com/~form/sapnet?_SHORTKEY=01100035870000709757&
https://www.sdn.sap.com/irj/scn/go/portal/prtroot/docs/library/uuid/40db4735-02f9-2a10-b198-a888a056bb67
http://www.sap-press.de/katalog/buecher/titel/gp/titelID-934?GalileoSession=65513147A4-Ur41pw40
http://www.sap-press.de/katalog/buecher/titel/gp/titelID-1383?GalileoSession=71802379A4-Ur9.9h4o
http://www.sap-press.de/katalog/buecher/titel/gp/titelID-1591?GalileoSession=65513147A4-Ur41pw40
http://www.sap-press.com/product.cfm?account=&product=H1914
http://www.sap-press.com/product.cfm?account=&product=H1983
http://www.sap-press.de/katalog/buecher/titel/gp/titelID-1644?GalileoSession=31835470A4E9w9.wn8k
http://www.sap-press.de/
https://www.sdn.sap.com/irj/scn/weblogs?blog=/pub/wlg/11944
http://service.sap.com/instguidesnwpi71
http://help.sap.com/saphelp_nwpi711/helpdata/en/48/a9b8c87e28674be10000000a421937/frameset.htm
https://www.sdn.sap.com/irj/scn/go/portal/prtroot/docs/library/uuid/9030d1ca-cf07-2b10-8b9c-f027fbc91ffd
https://www.sdn.sap.com/irj/scn/go/portal/prtroot/docs/library/uuid/50b63e8f-a4bb-2a10-e9b1-ba803fd06739
https://www.sdn.sap.com/irj/scn/go/portal/prtroot/docs/library/uuid/b030691f-8b8b-2a10-5d94-8dd064dc2aa7
https://www.sdn.sap.com/irj/scn/go/portal/prtroot/docs/library/uuid/00de46da-8b8b-2a10-a1a0-c328b2034b5e
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Demo Examples Exercise Cancel Flight Booking

 For more demo examples, see SAP Community Network  Getting Started With Service Bus-Based
Integration Use Cases and Examples.

SAP Library Documentation (SAP Help Portal)
SAP NetWeaver Process Integration Library

Functional units of SAP NetWeaver PI:

Enterprise Services Repository

Services Registry

Integration Directory

SAP NetWeaver Administrator

SOA Manager

System Landscape Directory

Integration Engine

Advanced Adapter Engine

SAP Conversion Agent by Informatica

Partner Connectivity Kit

Adapter Engine (Java SE)

Operating SAP NetWeaver PI:

Technical System Landscape provides an overview of the components of SAP NetWeaver PI

Process Integration Troubleshooting Guide (SAP NetWeaver PI 7.1) (SMP login required)

Additional Sources
How SAP NetWeaver PI 7.1 is Used in Customer Landscapes

SAP NetWeaver PI 7.1 – Overview

SAP NetWeaver PI 7.1 - Detailed Overview

SAP Enhancement Package 1 for SAP NetWeaver PI 7.1

Enterprise Services Workplace

Enterprise Services Wiki

https://www.sdn.sap.com/irj/scn/go/portal/prtroot/docs/library/uuid/809a4f1a-f8cb-2a10-42bf-cf2338590d8b
https://www.sdn.sap.com/irj/sdn/soa-servicebus?rid=/webcontent/uuid/40984052-9449-2a10-6da5-a2457efc7194#section11
http://help.sap.com/saphelp_nwpi711/helpdata/en/c0/3930405fa9e801e10000000a155106/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/61/fec608bc27654daadb20c1e6da7dd1/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/2e/8526937af346a0bc446905ea964ceb/fameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/48/c7a206da5e31ebe10000000a42189b/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/45/2bdafff14003c3e10000000a1553f6/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/b0/787748cf3a4200bb1ba32a62aa8519/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/48/b6847496655295e10000000a42189b/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/70/58b43be7492354e10000000a114084/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/48/d7bc7f82eb2b63e10000000a42189d/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/43/fc39c16bfb025ee10000000a1553f7/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/99/115281baba404890d2561617a78409/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/6f/246b3de666930fe10000000a114084/frameset.htm
http://help.sap.com/saphelp_nwpi711/helpdata/en/48/aeb1055bb5356be10000000a421937/frameset.htm
http://service.sap.com/~sapidb/011000358700000063822008E
https://www.sdn.sap.com/irj/scn/weblogs?blog=/pub/wlg/12242
https://www.sdn.sap.com/irj/scn/weblogs?blog=/pub/wlg/11753
https://www.sdn.sap.com/irj/sdn/nw-pi71ehp1
https://www.sdn.sap.com/irj/sdn/explore-es
https://www.sdn.sap.com/irj/scn/wiki?path=/display/ESpackages/Home


Process Integration Handbook

SAP COMMUNITY NETWORK SDN - sdn.sap.com  | BPX - bpx.sap.com  | BOC - boc.sap.com
© 2009 SAP AG  111

Copyright
© Copyright 2009 SAP AG. All rights reserved.

No part of this publication may be reproduced or transmitted in any form or for any purpose without the express permission of SAP AG.
The information contained herein may be changed without prior notice.

Some software products marketed by SAP AG and its distributors contain proprietary software components of other software vendors.

Microsoft, Windows, Excel, Outlook, and PowerPoint are registered trademarks of Microsoft Corporation.

IBM, DB2, DB2 Universal Database, System i, System i5, System p, System p5, System x, System z, System z10, System z9, z10, z9,
iSeries, pSeries, xSeries, zSeries, eServer, z/VM, z/OS, i5/OS, S/390, OS/390, OS/400, AS/400, S/390 Parallel Enterprise Server,
PowerVM, Power Architecture, POWER6+, POWER6, POWER5+, POWER5, POWER, OpenPower, PowerPC, BatchPipes,
BladeCenter, System Storage, GPFS, HACMP, RETAIN, DB2 Connect, RACF, Redbooks, OS/2, Parallel Sysplex, MVS/ESA, AIX,
Intelligent Miner, WebSphere, Netfinity, Tivoli and Informix are trademarks or registered trademarks of IBM Corporation.

Linux is the registered trademark of Linus Torvalds in the U.S. and other countries.

Adobe, the Adobe logo, Acrobat, PostScript, and Reader are either trademarks or registered trademarks of Adobe Systems
Incorporated in the United States and/or other countries.

Oracle is a registered trademark of Oracle Corporation.

UNIX, X/Open, OSF/1, and Motif are registered trademarks of the Open Group.

Citrix, ICA, Program Neighborhood, MetaFrame, WinFrame, VideoFrame, and MultiWin are trademarks or registered trademarks of
Citrix Systems, Inc.

HTML, XML, XHTML and W3C are trademarks or registered trademarks of W3C®, World Wide Web Consortium, Massachusetts
Institute of Technology.

Java is a registered trademark of Sun Microsystems, Inc.

JavaScript is a registered trademark of Sun Microsystems, Inc., used under license for technology invented and implemented by
Netscape.

SAP, R/3, SAP NetWeaver, Duet, PartnerEdge, ByDesign, SAP Business ByDesign, and other SAP products and services mentioned
herein as well as their respective logos are trademarks or registered trademarks of SAP AG in Germany and other countries.

Business Objects and the Business Objects logo, BusinessObjects, Crystal Reports, Crystal Decisions, Web Intelligence, Xcelsius, and
other Business Objects products and services mentioned herein as well as their respective logos are trademarks or registered
trademarks of Business Objects S.A. in the United States and in other countries. Business Objects is an SAP company.

All other product and service names mentioned are the trademarks of their respective companies. Data contained in this document
serves informational purposes only. National product specifications may vary.

These materials are subject to change without notice. These materials are provided by SAP AG and its affiliated companies ("SAP
Group") for informational purposes only, without representation or warranty of any kind, and SAP Group shall not be liable for errors or
omissions with respect to the materials. The only warranties for SAP Group products and services are those that are set forth in the
express warranty statements accompanying such products and services, if any. Nothing herein should be construed as constituting an
additional warranty.




